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Purpose. The article presents possibilities to simplify the process of testing web applications in mobile 

environments. Originality. The new approach shortens time needed for this testing and this way saves resources needed 

for application development. Methodology. The first part contains information about software testing. It defines what it 

is, describes goals, purpose and objectives of software testing. Further, it analyzes testing automation and effectivity of 

software testing. The main part of the paper is devoted to Android application itself. Example of the testing process is 

provided, starting with scanning a QR code which leads Android application to a test protocol in JSON file format. 

Then main test automation features are introduced – running unit tests of web application and running a test protocol 

cycle. In the last part, generated outputs of such testing process are characterized. The possibilities of including tester’s  

remarks in the form of text comments and application screenshot to the final report are described. Results. The resulting 

Android application brings functionality of automated unit tests to the user, who only needs to confirm test result, that 

can’t be verified other way. Using this Android application, tester is directly offered with setting tested application into 

given situation that is needed to be tested. This significantly shortens time needed for testing process and effectively 

replaces manual part of testing. 
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ТЕСТУВАННЯ ПРОГРАМНОГО ЗАБЕЗПЕЧЕННЯ ЗА ДОПОМОГОЮ ANDROID-ДОДАТКА  
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У роботі наведено можливості полегшення процесу тестування веб-додатків у мобільному середовищі. 

Надано новітній підхід, що суттєво скорочує час, необхідний для виконання тестових операцій і дозволяє 

заощаджувати ресурси, необхідні для розробки додатку. Наведено аналіз процесу автоматизованого тестування. 

Описано запропонований підхід щодо створення системи тестування програмного забезпечення на основі 

Android-додатку. Наведено приклад виконання тестування, починаючи зі сканування QR-коду, який веде 

Android-додаток до тестового протоколу у форматі JSON. Надано основні властивості процесу автоматизації – 

виконання юніт-тестів веб-додатків та циклу тестового протоколу. Охарактеризовано формовані вихідні дані 

процесу тестування. Описано можливість додавання зауважень тестера у формі текстових коментарів та скрін-

шотів, а також структуру вихідного протоколу тестування.  

Ключові слова: Android-додаток, автоматизація, тестування програмного забезпечення, юніт-тестування. 

 

PROBLEM STATEMENT. Every software 

developer knows, how important software testing is. For 

people who don’t develop any applications themselves 

or don’t work as software developers it may be also 

clear, that any application needs to be tested before it 

can be used in production. The reason is simple – 

testing takes a lot of time and effort and therefore also 

costs a lot. As programs and applications used in 

production environment are very complex and contain 

lot of functional parts, testing all of them can take very 

long time.  

In first chapter, general information about software 

testing are provided and topic is introduced. Individual 

test types are also characterized. The paper further 

describes testing automation, levels of testing 

automation and it’s relation to cost of application 

development. The paper further continues with more 

practical part, focused on resulting Android application 

and web applications as target for testing. All of 

previously mentioned data were summarized to provide 

simple and concentrated source of information about 

software testing. This way the reader of this paper can 

find all needed information about software testing and 

solution for testing developed web applications more 

effectively in one place. 

EXPERIMENTAL PART AND RESULTS 

OBTAINED. 

SOFTWARE TESTING. Although there are many 

various models and approaches describing software 

development life cycle, the following six phases are 

contained in every one of them: requirements gathering 

and analysis, design, implementation or coding, testing, 

deployment, maintenance.  

First three phases described creation of the program 

itself. After the code is developed, it needs to be tested, 

if it fulfills the requirements. It is mostly due to fact that 

the complexity of developed software is usually very 

big and developers often can’t concentrate to handle 

everything perfectly. Most usually intent of testing is to 

look for errors and detecting all kinds of different 

failures, but this approach is not so straightforward. It 

can be considered from many points of view. There are 

many possibilities and it is mostly impossible to test 

every elementary functionality. It needs to be 

understood, that testing can be done in two basic ways 

[1]: 

Black box testing  

This is kind of functional testing, which means, that 
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internal mechanism of the system (program itself) is 

neglected and probably unknown, and only input/output 

parameters are controlled. 

White box testing (also called glass box testing) 

Opposite to black box testing, this type of testing is 

based on knowledge of internal logic of application’s 

code. Tests are based on breaking down system into 

smaller internal parts, and what is more important, 

verifying their functionality. 

In addition, sometimes also Gray box testing is 

mentioned in some resources. This testing type covers 

area of testing between black box testing and white box 

testing. 

Illustrated differences between box testing types are 

shown in Fig. 1. The one of big reasons why software 

testing is being used in every good software 

development process, is that these tests can save not 

only lot of money in the future, but also lot of effort that 

would be needed if software wasn’t working well in 

production use. Testing is potentially endless. It is 

impossible to test until all the defects are discovered and 

removed. In real software development process, testing 

is considered a trade-off between budget, time and 

quality. 

 

 

Figure 1 – Differences between box testing types 

 

Ideally, testing should be stopped either when 

reliability of tested software meets the requirements, or 

the benefit from continuing testing cannot justify the 

testing cost. To improve testing effectivity, good testing 

requires a tester's experience, creativity, intuition and 

this all needs to be combined with proper techniques. 

According to his, automation is a good way to cut down 

cost and time [2]. 

TESTING AUTOMATION. Automated software 

testing is an alternative to manual testing, where 

specific software (separate from the software being 

tested) execute pre-scripted tests on a given software 

application instead of human testers doing it manually. 

Objective of automated testing is to simplify as much of 

the testing effort as possible with a minimum usage of 

cost and time [3]. 

Automation of software testing is usually described 

by layered approach. It helps to decide, what is needed 

to implement and what isn’t, when creating automated 

approach. Many companies don’t implement automated 

tests, because they are considered expensive to create 

and are often being designed months. On the other side, 

one of the biggest reasons companies find it difficult to 

write tests sooner is because they want to automate at 

the wrong level. As anything else, also dividing test 

automation into levels has more points of view, but 

generally, all approaches describe three levels formed 

into so called Test Automation Pyramid shown in 

Fig. 2. 

Manual 
Tests

GUI 
Tests

Acceptance/Service 
Tests

(API level)

Unit Tests

 

Figure 2 – Differences between box testing types 

 

Unit testing is at the base of test automation 

pyramid. The fact that it represents the largest part of 

the pyramid is purposeful. Unit testing should be the 

foundation of a solid test automation strategy. This type 

of testing is very complex topic, basic knowledge of 

which is important to have when it comes to software 

testing, therefore it will be described in next chapter in 

more details. 

The middle layer of test automation pyramid is 

described as API (Application Programming Interface) 

level. This level contains all tests focused on expected 

output, according to input provided, considering 

software as a group of some parts. These parts are 

bigger than on unit testing level, but still given software 

is not tested as a whole – graphical user interface isn’t 

used. This layer is sometimes also referred to as 

Integration tests layer [4]. Simply said, testing is 

performed by calling application’s commonly exposed 

and available interfaces, that are exposed also in 

production environment – calling application’s 

functions, but without using GUI. It benefits from the 

fact, that creating and maintain GUI-based automated 

tests is very costly and difficult. Many organizations do 

the mistake that they ignore this middle layer. Without 

service-level testing to fill the hole in the middle of unit 

and user interface testing, all other testing ends up being 

performed through the user interface, resulting in tests 

that are expensive to write and run. 

When it comes to GUI-based tests, there is an 

obvious reason, why automated user interface testing is 

placed at the top of the test automation pyramid. I tis the 

fact, that there should be done as little of it as possible. 

The reason is that testing an application this way is 

partially redundant, brittle, expensive, and time 

consuming. Implementing and maintaining tests for 

even simple functionality can be very difficult and 

sometimes not worth effort, for example relabeling a 
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button or moving it to another part of the window may 

require the test to be re-created. Therefore sometimes it 

is hard to find the correct balance and make decision 

about what is worth automation costs, when GUI 

automation is considered. There are of course many test 

cases that need to be invoked either way, but not all 

need to be run through the user interface. This is where 

the acceptance/service tests – middle layer of the test 

automation pyramid can be used. This testing is 

considered to be a system testing, which means that 

application or developed software is tested as one entity. 

To outline purpose of the testing itself and test 

automation pyramid principle, Tabl. 1 provides example 

about how much it costs to remove error in developed 

software during different phases in its lifecycle [5]. At 

the top of test automation pyramid, manual tests can be 

found. Manual tests are not considered to be a part of 

this scheme, because they have nothing in common with 

automated tests. The reason that they are sometimes 

illustrated there is to highlight and compare amount of 

work that can be done by various kinds of tests. Even 

nowadays, there is still place for them, because there are 

still things that can’t be tested by using some automated 

tools, for example, automated tools cannot tell if 

application "looks good” and similar. And even in 

situations when they could, their implementation would 

be ineffective and not worth its costs. 

 

Table 1 – Error removal cost over software lifecycle [5] 

 

Phase Cost 

Definition $1 

High-level  $2 

Low-level Design $5 

Code $10 

Unit Test $15 

Integration Test $22 

System Test $50 

Post-Delivery $100+ 

 

UNIT TESTING. The key principle of unit testing is 

that it’s a process, in which the smallest testable parts of 

an application (units) are evaluated for proper operation 

independently and individually. This type of testing is a 

main feature of so called test-driven development 

(TDD), which practically means, that unit tests are 

being developed together with software itself. This way 

unit testing is able to discover defects immediately 

during the software creation phase. As they are tests that 

evaluate small parts of developed software, they can 

accurately specify where the problem is. Disadvantages 

of unit tests are, that developing them can be time-

consuming and tedious. It must also be done with an 

awareness that it may not always be possible to test 

software for every input scenario that will occur, when 

software is ran in production environment. Unit testing 

is white box type of testing, which means that it needs 

to be done by developers. To develop code for unit tests, 

internal structure of application for which these tests are 

written must be well known. On the other side, once 

tests are written, the corresponding program can be 

tested anytime, or after every change that is made to it, 

to reveal possible logic malfunctions caused by new 

implementations. 

TDD provides totally different insight into software 

development. In classical approach, at first place is 

development of software itself. After it is done, tests are 

created to check the functionality. In means of TDD, 

tests are created together with software itself. There are 

also cases, when tests should be programmed first and 

only after that development of given application can 

start. It is obvious that tests written before any code is 

implemented will fail. But this way, tests are considered 

to be one form of software specification. After 

specification is completed, development of application 

itself can start. When there is enough implementation 

done so that software can pass the test, process 

continues by refactoring written code and writing new 

tests. 

 

RED

REFACTOR

GREEN

1. Write a test
that fails

2. Make a code
that will pass

3. Improve code quality
by refactoring

 

Figure 3 – Scheme of test-driven development process 

 

Advantage of such thinking and approaching 

development from a unit testing perspective is that code 

written in this way is much better in many ways. Since 

unit testing requires that code must be easily testable, 

programmers are forced to write it in such way, so it 

will support this particular type of evaluation. This is 

resulting in a higher number of smaller, more focused 

functions that provide single operations. Next, but not 

less important advantage for writing solid unit tests and 

well-tested code is that it can prevent future changes 

from breaking program’s functionality. Since each time 

the new functionality is introduced, code is always 

tested. Step by step, these particular tests are added to 

test suite (collection of all tests) that can be run each 

time there is change in program’s logic. 

To correctly design and implement unit tests, it must 

be kept on mind, that they should contain a lot of 

knowledge about the behavior of a single unit of code. 

But they shouldn‘t contain any knowledge or about 

other parts of developed software, so in other words, 

changes to other parts of code can‘t make them start 

failing. 
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To implement unit tests correctly and effectively, 

following requirements should be fulfilled: 

 each test should be made orthogonal 

(independent) to all the others; 

 only one code unit should be tested at a time; 

 unnecessary assertions should be eliminated; 

 each unit test has to be repeatable; 

 good unit test should mock external resources; 

 there should be as many tests that can verify at 

least 80 % of original code functionality; 

 tests should be time – independent; 

 test case for entire system should be built. 

Writing a good unit test requires investment of time 

and effort. It is caused mostly by the fact that correctly 

implemented unit test has to verify the smallest testable 

parts (units) of the code. Without any doubt, unit testing 

is capable to significantly increase the quality of given 

project. But as it requires some investment, it’s not true 

that any unit tests are step forward if they are 

implemented. Only good unit test can fulfill its purpose, 

and how much the final software can gain from these 

tests depends mostly on their quality. 

RICH INTERNET APPLICATIONS – MODERN 

APPROACH TO WEB APPLICATIONS. As final 

product of the project will be android application with 

capability of web applications testing. This chapter 

briefly describes this type of applications, idea and 

technologies used for their development. 

As personal computers became popular, the standard 

of having computing power at home became still more 

and more popular among people. With the rise of Web, 

trend of moving applications to a central server started. 

The problem was that this model was usable only for 

web pages and similar information distribution, which 

was its primary purpose. The web applications we are 

using nowadays are functioning totally differently, 

because reloading a web page always when something 

changes in its user interface would be unusable 

approach. As an example can serve a spreadsheet like 

application type. Every time some data have been 

modified in any cell, the whole document would need to 

be reloaded with values recalculated by server. The 

applications as we know today are so called Rich Web 

Applications. (or also known as RIA – Rich Internet 

Application). RIAs run inside a web browser, and 

combine capabilities of desktop applications (user 

interface, rich interaction possibilities). All of this 

behavior is handled by the browser, so there is no need 

to reload web page every time user interface has 

changed. There are also many different approaches for 

building RIAs, all of them with their advantages and 

disadvantages, but the best and mostly used solution 

nowadays is to use GWT (Google Web Toolkit). Its 

biggest advantages are that it’s open source in full range 

and it can run in any web browsers (with JavaScript 

enabled). Applications developed in GWT are be in the 

end compiled into Dynamic HTML applications that 

can entirely run in a web browser using HTML and 

JavaScript [6]. 

 

TESTED WEB APPLICATION EXAMPLE. As final 

product of the project will be android application with 

capability of web applications testing 

Resulting Android application for web applications 

testing should be generally usable for testing different 

web applications, which are based on GWT (Google 

Web Toolkit) development toolkit and which are 

correctly prepared by their developer. This preparation 

should consist of creating test protocol and preparing 

simple API for this application. This is a simple process 

with only few steps, to tell Android application, how it 

should test given features. 

The resulting sample of tested application can be 

seen in Fig. 4. 

 

 

Figure 4 – Screenshot of sample web application, 

developed to demonstrate functionality of Android 

application for web applications testing 

 

This application is a simple game, goal of which is 

to get as high amount of points as possible by guessing 

what color will be displayed in widget called RANDOM 

COLOR DISPLAY. Game round can be described in a 

following way: 

1. Player sets BET in CONTROL PANEL widget. 

As this is only sample application, player has infinite 

amount of credit, so he can use any bet.  

2. By setting a BET to some number, POINT WIN 

COEFFICIENTS table is updated. It displays values of 

actual points that player can win if he will guess the 

corresponding color right 

3. By pressing one of the RED!, GREEN! Or 

BLUE! Buttons in CONTROL PANEL widget, actual 

game round starts. RANDOM COLOR DISPLAY 

shows one of these three colors randomly 

4. If color chosen by player equals to shown color, 

player wins the round. SUCCESFUL TIPS COUNTER 

is increased by one, and TOTAL POINTS counter is 

increased of points won (displayed in POINT WIN 

COEFFICIENTS widget for each color) 

5. If color chosen by player doesn’t correspond to 

randomly shown color, UNSUCCESSFUL TIPS 

COUNTER is increased by one 

This sample application was designed in such way, 

that it has multiple widgets, counters which values can 

be set, a color display and it also plays sounds when 

player guesses the color right. In this way it should 

provide sufficient example of GWT web application 

that will be tested by Android application for testing of 

these applications. 
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ANDROID APPLICATION REQUIREMENTS. The 

resulting android application should be able to 

significantly shorten time needed for web application 

testing. It should be also able to provide a complex 

testing functionality for any web application developed 

in GWT. All of this should be possible when fulfilling 

the following requirements: 

 run web application. This means, that Android 

application for web applications testing has to have a 

web browser included; 

 interact with tested web application, be able to 

run its unit tests and display their results. In means of 

white box testing, unit testing and test driven 

development, Android application for web applications 

testing should be able to run unit tests of web 

application, if any exist; 

 download a test protocol by scanning QR code. 

To provide simplified functionality for user, input point 

of Android application for web applications testing 

should be integrated QR code scanner, which will 

provide URL link for downloading a test protocol; 

 automatically set web application to given 

situation. With the help of user, create sort of visual unit 

tests according to test protocol downloaded. Android 

application should be able for example to test 

animations of web application, play specific sounds, 

simulate button clicking, display specific graphic 

objects, or set different counters, text fields and other 

values; 

 provide tester ability to do extra manual testing - 

allow tester using this android application to manually 

test anything else, or to navigate to other web 

applications or locations manually; 

 gather results from user interacted visual tests. 

As setting web application to a given state still requires 

user to check its validity, user interaction has to be 

gathered in some way to mark which tests were 

successfully passed and which were not; 

 be able to include also user comments and 

screenshots and put all data from user input together. 

Simply said, all user decisions about visual tests validity 

need to be reasoned, so the developers would not only 

know that something went wrong, but also how it went 

wrong; 

 report gathered results. In some reasonable way, 

send all of the results gathered during testing process 

(including filled in test protocol, user comments or 

screenshots) to responsible person. 

ANDROID APPLICATION DESIGN. The goal of 

this Android application is to provide ability to test any 

web application that will be slightly customized. 

Customized web application only needs to provide 

interface for testing together with test protocol. 

Testing process as designed, is schematically 

described in the following UML activity diagram on 

Fig. 5. This way, Android application for web 

applications testing should be able to fulfill all of the 

requirements. 

 

 
Figure 5 – UML activity diagram describing process  

of testing with Android application 

 

One of the key functionalities of Android application 

for web applications testing is ability to automatically 

set web application to given situation. It is hard to find 

the right balance point between spending time and effort 

on automation of testing, or spending this time on 

manual testing, which lasts long and is not correctly 

scalable. For this reason, Android application was 

designed to create a test protocol cycle. This should 

make a connection between white box and black box 

testing by automating tedious part of testing process – 

manual testing. This part of application is designed in 

such way, that all entries of test protocol (described 

further) will be read step by step. When entry is read, 

information form this entry is used to set web 

application in a given state, waiting for user input. User 

then decides if web application in this situation passed 

the test or not. This is repeated, until test protocol has 

no more entries in it. 

Test protocol is file used by Android application, 

which serves for multiple purposes from navigation to 

correct version of tested web application, to providing 

information about particular tests. It contains all 

important data that Android application needs to know 

to handle the whole testing process. . Test protocol was 

chosen to be in JSON file format. JSON, or JavaScript 

Object Notation, is simple file format with syntax 

adapted for storing and exchanging data. It’s designed 
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to be easily readable by human. On the other hand, it’s 

also easy to parse and generate for machines. By using 

simple JSON name/value pairs structure, first part of 

test protocol file is dedicated to provide basic web 

application information – URL where given version can 

be found, name of application and API command for 

running unit tests of web application as shown in Fig. 6. 
 

 
Figure 6 – Screenshot of sample web application, 

developed to demonstrate functionality of Android 

application for web applications testing 

 

Testing protocol then continues with second part. 

This part contains one long JSON array describing tasks 

of user interacted visual tests shown in Fig. 7. These 

tests are run in already mentioned test cycle. 
 

 

Figure 7 – Screenshot of sample web application, 

developed to demonstrate functionality of Android 

application for web applications testing 

 

TESTING PROCESS. To use automated features of 

this Android applications, scanning QR code (which 

starts by pressing “SCAN QR code“ button) is the place 

to go from main menu. By pressing mentioned button, 

camera screen is shown. As instructions on the screen 

say, by placing desired QR code into highlighted 

rectangle, the code is scanned and resolved. If QR code 

scan is successful, link contained in QR code leads 

Android application to test protocol download. After 

test protocol is correctly resolved and correct version of 

web application is loaded in web browser of Android 

application, tester is presented with the following screen 

shown in Fig. 8. 

The next step will be running unit tests of loaded web 

application. The double arrow button serves for this 

purpose. After pressing this button, unit tests are 

evaluated. If there is unwanted behavior in tested web 

application or something was accidentally changed 

during development process, these unit tests should 

reveal it quickly. Example of failed unit test can be seen 

in Fig. 9. 

When unit testing is done, user is again redirected to 

the web application main page. By pressing single arrow 

button, Android application will step by step set tested 

web application into state corresponding to give test 

protocol entry. Android application’s action bar (top panel 

of the android application usually containing menu and 

key buttons, heading text or application’s icon) will 

change and ask user for his input, shown in Fig. 10. 

 

Figure 8 – Android application testing screen  

with example of web application loaded 

 

 

Figure 9 – Example of failed unit test 

 

When tester marks current test as passed (by 

pressing green check mark button), there is no special 

behavior of Android application. When it comes to the 

tests that fails (when tester presses “mark failed” 

button), Android application shows window asking for 

the reason of doing so in form of text comment. This 

way it tries to force tester to not only mark test as failed, 

but also include the reason why, in form of a text 

comment. 
 

 

Figure 10 – Android application setting web application 

into desired state 

 
Files generated as output during test protocol cycle 

are saved in CSV file format. This is a simple format, 
which is easily readable by spreadsheet programs like 
Microsoft Excel and similar. Example of opened test 
results CSV file can be seen in Fig. 11. 
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Figure 11 – CSV file containing results from test 
protocol cycle 

 

Android application also provides some extra forms 
of gathering data from tested web applications – tester 
can write extra comments any time, capture screenshots 
of tested application or directly generate email with 
included actual screenshot and send it to developer.  

CONCLUSIONS. This paper described key 
information that is needed for understanding the basics 
of software testing.  Introducing software testing as a 
part of software development life cycle and classifying 
types of software testing provided basic insight into this 
topic. . Further software testing was characterized form 
the point of view of its effectivity. In this place, testing 
automation as relevant topic was also introduced and 
characterized. Information about levels of test 
automation were provided, too. To describe more in 
details what type of tests and development process are 
important for design of Android application created as 
result of the project, unit testing and Test-driven 
development were more precisely specified. Best 
practices for developing effective unit tests and 
advantages of using Test-driven development were not 
left behind and they were also described. 

The resulting Android application brings 
functionality of automated unit tests to the user, who 
only needs to confirm test result, that can’t be verified 
other way. Using this Android application, tester is 
directly offered with setting tested application into 
given situation that is needed to be tested. This 
significantly shortens time needed for testing process 
and effectively replaces manual part of testing. 
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ТЕСТИРОВАНИЕ ПРОГРАММНОГО ОБЕСПЕЧЕНИЯ С ПОМОЩЬЮ ANDROID-ПРИЛОЖЕНИЯ  

Т. Винсе, П. Лукач 
Технический университет Кошице 
ул. Летна, 9, г. Кошице, 04200, Словакия. Е-mail: tibor.vince@tuke.sk, patrik.lukac @student.tuke.sk 
В работе приведены возможности облегчения процесса тестирования веб-приложений в мобильной среде. 

Представлен новейший подход, существенно сокращающий время, необходимое для выполнения тестовых 
операций и, таким образом, позволяющий экономить ресурсы, необходимые для разработки приложения. 
Приведен анализ процесса автоматизированного тестирования. Описан предложенный подход по созданию 
системы тестирования программного обеспечения на основе Android-приложения. Приведен пример 
выполнения тестирования, начиная со сканирования QR-кода, который ведет Android-приложение к тестовому 
протоколу в формате JSON. Представлены основные свойства процесса автоматизации – выполнение юнит-
тестов веб-приложений и выполнения цикла тестового протокола. Охарактеризованы формируемые выходные 
данные процесса тестирования. Описана возможность добавления замечаний тестера в форме текстовых 
комментариев и скрин-шотов, а также структура выходного протокола тестирования. 

Ключевые слова: Android-приложение, автоматизация, тестирование программного обеспечения, юнит-
тестирования.  
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